

























































Hashing and Heavy Hitters




























































Average analysis of algorithms
without sacrificingworst case robustness

Amortized analysis average in hindsight

Randomized algorithms average over random bits

Both are very practical different perspectives




























































Today
Randomized algorithms averageoverrandom6

Probability Algorithms

Hash Functions Hash tables

Markov's Inequality Frequency Estimation

Heavy Hitters instreams
































































































































































Dictionaries Maps

maintain key value pairs
K V Ks Va M

insertion

deletion

look up




























































Very special case

keys contiguous integers 1 in

I
2index vertices of

z 4 Id
a graph vi mun is

a
y go

É
s
s

or after reindexinganything really 7 7

go

Is in
is

14

Solution Array ATI n

K Ks Ks Ky Ks Ks Ky kg ka ko ki m

Oct access Oln space




























































Keys contiguous integers 1 in I

ja3 je g index vertices of a graph Vismun
g

t

go
i s's

or after reindexinganything really 7

II I
Ys

44

Solution Array ATI n

K Ks Ks Ky KsKsKy kg ka ko ki m

Oct access Oln space

Perfect for static settings where we can reindex
the input once

Bad for dynamic settings where keys change




























































More general cu for universe U large

keys n integers out of I m U

X K X m X ka x mm x Koo x m kn

HELLO
e.g Strings s

ASCII 72 69767679

via bit encodings 72 69 128776128 76 1283 79 1284

Idea 1 Array Atan 4

011 lookup insert delete

OCU space 7 7 Ocn




























































Leys n integers out of I m U
Infor universe Ularge Idea 1 Array ATI m U

X K X m x ka x me x Koo x m kn Od lookup insert delete

HELLO
e.g Strings s

ASCII 72 69767679
a bitencodings 72 69128 ygyzgzy.gg

space D Oh

10
access 6

15

Idea 2 self balanced trees a 7812 a

60 a
17

n space
in

10
IS

2 8 12 21

Ollogn time per a1 5

19

lookup insertion deletion 8 no2

8 15

maybe amortized s 12 21
9 17

e.g splay trees in




























































Arrays Search Trees
10

IS

2

5

78 12 21
X K X M X K x Mr

60 a
17

19

Time Oct Ollogn

Space OCU Oln

Question can we get the best of both worlds

Yes with randomization




























































Hash Functions

Randomly constructed function

h n IK
big a rel small

n

m

I s s s J K
collision




























































n

Hash Functions

Randomly constructed function

big
n If rel small

y
u s s s s k

collision

Ideal Hash function

h n TK

W each hci indep unit random in IK

t
requires a Clog KY r n logk space




























































Universal Hash Functions
a

h n Ik sit For all distinct i je In

Pr hci h j
much weaker than ideal hash

e 9 hex Lax 6 mod p mod k

where
p prime K

a in I m

p unit random

6 in O m
p 13 unit random

proof left as exercise




























































Hashing k h'hlk mod m

X K X m X ka x mm x Koo x m kn

Xt

ki ka kn
m

Koo

Goal hash into a smaller array and achieve

array like performance

One problem collisions

bck hCk same slot




























































Some ways to handle collisions

make array bigenough that there are

probably no collisions

chaining linked list at each cell

cuckoo hashing use two hash functions h and ha
if hick and hack already occupied try to reassign
one of the conflicts to their other hash etc

if Athck filled try A That IT A Cheka m

linear probingandmore




























































UniversalHashFunctions

hIn k sitforallpairsijetsUniversal Hash Function Prthci hg Et muchweakerthanideal
eg Lex Lax6 modp modk
where pprime k

a in I m p unitrandom

Chaining t

h x ax tb mod p mod m

X K X M X ka x me x Koo x m kn

ax 6
mod p

mod m

m




























































Chainingt universal hashtheorem insert delete lookup take
h x ax tbmod p mod m

X K X m x ka x sm x koox m k

OU Nm time in expectation

a introd

n Keys m size of array


















































































tracking most popular queries is important for

caching

But how

Way too many different queries to
maintain counters for each




























































Heavy Hitters In Streams

Elements one by one online
can repeat

a b c b a d a e a b a

5 Heavy Hitters elements that

appear 25 of the time
more generally 5 parameter E o




























































Heavy Hitters In Streams
Elements one by one online
can repeat

a b c b a d a e a b a

5 Heavy Hitters elements that

appear 25 of the time
more generally5 parameter E o

Goal identify all heavy hitters

w sublinearspace
Saving all counts in a dictionary
takes too much space

e.g Olin Ollog n where all elements are

IDs between 1 and n




























































5 Heavy Hitters elements that

appear 25 of the time
more generally 5 parameter E o

Goal identify all heavy hitters
w sub linear space

How is this even possible

Only 20 5 heavy hitters

6 Randomization allow small prob of failure

C Approximation allow some margin of error

A
rigorous worst case bounds
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Probability Algorithms

Hash Functions Hash tables

Markov's Inequality Frequency Estimation

Heavy Hitters instreams




























































Markov's Inequality specialcases

Let X 20 be nonnegative RV

PRIX Z LEXIE's
e.g
150 of US popul earns 2x average
150 of NBA players score

2x league average points

50 students get
2x average midterm score




























































Markov's Inequality

Let X 20 be nonnegative RV

PRIX EZEKIEL

more generally for 221

PrTXZ LEXI EI




























































Randomized algorithms averageoverrandom6Today

Probability Algorithms
Hash functions

frequency Estimation
Universal HashFunctions

h In 7k s.T forallpairs i je
is

Heavy Hitters instreams
Prthci h j Et muchweakerthanidealhash

e.g hex Lax6 modp modk
where pprime K

a in I m p unitrandom
6 in O m p13unit random

Markov's Inequality
Markov's Inequality specialcases

Let X 20 be nonnegative RV

PrTXZLEXIE's




























































Heavy Hitters In Streams

Elements one by one online
can repeat

a b c b a d a e a b a

5 Heavy Hitters elements that

appear 25 of the time
more generally 5 parameter E o




























































Heavy Hitters In Streams
Elements one by one online
can repeat

a b c b a d a e a b a

5 Heavy Hitters elements that

appear 25 of the time
more generally5 parameter E o

Goal identify all heavy hitters

w sublinearspace
Saving all counts in a dictionary
takes too much space

e.g Olin Ollog n where all elements are

IDs between 1 and n




























































from now on

E heavy hitters for fixed E o




























































HeavyHitters In Streams
Elementsonebyoneonline
canrepeat

a b c b a d a e a b a

Related Problem s HeavyHitters elements tha
appear 25 ofthetime

moregenerally5 parametere o

estimate relative frequency of each element
up to E additive error

absolute freq x times x appears in stream

relative cabs Freq x
freq of x toallengthofstream

E heavy hitter relative freq Z E




























































So to recap

want to estimate all relative frequencies

up to E additive error

not enough space for all counters

lucky for us

O is a good estimate for all but et elements

still don't know which te elements to count




























































Washing has entered the chat

Idea allocate w le counters

hash element i to counter her n

m

J J S S S

A whole
sumoffrequenciesofallelementsiwhi1




























































Idea allocate w counters

hash element i to counter her
n

m

J J S J J
A whole

sumoffrequenciesofallelementsiwhi1

To estimate frequency fi of i

return her

over counts




























































N

J J S J J

samos
steauenciesosanelementsin

Notation

ATI WI array of counters

f true frequency of i

h In Ew universal hash function

m length of stream

e.g ATj E fi
i hci j




























































Universal Hash Functions
h In TK sit For distinct i je In

Pr hci h j ILemmy for all t

swim

w probability 2 I m

A
Fi E A Th i I fit Em umffrequenci.es 8aIeementsiWIhCi 1

ATzu w
array of
counters

f true frequency of i
h In Iw universalhash f
m length of stream




























































Atan WFCritters
Recap n f true frequencyof i

h In Ew universalhashSn
m lengthof stream

j I s walk
Mostequenciesoraleemensis

tend for all i w probability at
fit ATheirs Sit Em

we have for each element good estimate

of frequency w constant probability

we want estimates of all frequencies w

high probability

we want to amplify our bounds




























































Repeatedly flip coins

PI first toss is tails 2

PTSirst 2 tosses are tails 44

E
P I first 100 tosses are tails 42100




























































make d copies of hashed counters

Alin

g

Az hz
Total spaceAs hs
OcwdAre h4

Adhd
min

estimate fi w j hd Ajthjli
p ALLbad
estimate if hashed counters

are bad

prob bad
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Elements oneby one onlineset d 10 log n canrepeat

a b c b a d a e a b a

bad w prob
5 HeavyHitters elements th
appear 25 ofthetimeeach element is

moregenerallys parameterso

I Id Io Aish
Az hz
Azhis

goal Auha

ensure all elements are correct Adina

estimate fi
w jfdfdAjthj.ciunion bound
p ALLbad
estimate if

hashed counter
P some e bad are bad

probbad

I PrTe bad e n to hat




























































HeavyHitters In Streams

all elements estimated Elements oneby one online
canrepeat

a b c b a d a e a b a

accurately w prob I 1 9 s HeavyHitters elements th
appear 25 ofthetime

moregenerally5 parameterE o

Ai hi
Azhz
AzhsSpace Auha

Adihd

estimate fiO Cwd OClogin e
w find Ajth i
p
bad
estimate if

hashted
counters

are bad

set d to login
Prob 2d

eachelement is bad w prob
I 2d To

Probanyelementbad I ÉPrlelement i Ga
I nonto

all elements estimated
accurately w prob I 1 ha




























































HeavyHitters In Streams

all elements estimated Elements oneby one online
canrepeat

a b c b a d a e a b a

accurately w prob I 1 9 s HeavyHitters elements th
appear 25 ofthetime

moregenerally5 parameterE o

Space O wd Ollogen e
AzhziiAshs

All put together Adhd

estimate fi
Estimate all rel frequencies w jaha Ajthien

p
up to IE error w bad

estimate if
hashtechcounters

are bad

O log n E space set d iologenter
d

eachelement is bad w prob
I 2d ToI I Yous prob of success

Probanyelementbad I ÉPrtelement i Ga
I n

all elements estimated
accurately w prob I 1 ha
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Probability Algorithms

Hash Functions Frequency Estimation

Markov's Inequality Heavy Hitters cinstreams

next time hash tables


